In this paper, a conformance test platform is built for intelligent electronic devices (IEDs) from different manufacturers based on IEC 61850 communication protocol. A conformance test of time delay of message transmission between two IEDs, made by the same or different manufacturers, is performed. The conformance test platform, as well as the test results provide a helpful reference for IEC 61850 implementation.
Introduction
IEC 61850 communication protocol is widely used in substation automation and is now planned to be extended to feeder automation and distribution energy resource (DER) control. Although intelligent electronic device (IED) manufacturers all declare that their devices comply with the IEC 61850 standards, some problems in consistency still remain. Two consistent features are important for IED conformance tests: interoperability and transmission time requirements. Interoperability problems of IED from different manufacturers have been solved in recent years, but the ability of IEDs to meet the time requirements for communication still need to be clarified [1] .
In this research, conformance tests for Generic Object Oriented Substation Event (GOOSE) transmission time between two IEDs in bay level are performed. Three IEDs are examined in this test, including two relays (called A-1 for LC interface and A-2 for RJ45 interface) from manufacturer A and one relay (called B-1) from manufacturer S. The time delays of GOOSE communication between two IEDs are tested under two situations: without background traffic and 23 Mbps (5000 packets/second) background traffic. The Ping-Pong method is used to measure the GOOSE round trip time for IEDs. The results are compared to the requirements in IEC 61850-10 conformance testing standards. * Corresponding author.
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An Introduction to IEC 61850 Communication Protocol
IEC 61850
IEC 61850 which is originally designed for communication networks and systems in substation is an international standard for substation automation, and now extends to power utility automation. Compared to the traditional standard IEC 60870-5-103, IEC 61850 uses object-oriented techniques and Abstract Communication Service Interface (ACSI) to enhance the consistency between devices, and to realize the seamless connections of IEDs from different manufacturers. IEC 61850 formulates the models and communication interfaces not only for control and protection devices, but also for the primary facilities such as digital CTs, PTs and smart switches, etc.
[2].
Generic Object-Oriented Substation Event (GOOSE)
GOOSE is a fast transmission mechanism of IEC 61850, used for transmitting important real-time signals between IEDs in a substation. Signal transmitting is used to replace the previous adoption of hard-wired connections formerly used in substation communication. GOOSE simplifies the secondary circuit connections of substation, reducing both the construction cost and complexity. GOOSE can realize the smart monitoring of secondary circuits between devices with self-checking during the communication process [3] . Compared to ISO/OSI seven layer model, the GOOSE message is only composed of four layers minus the session, transport, and network layers. The GOOSE message goes through the application layer, presentation layer and then maps to the data link layer, physical layer directly to enhance the reliability and to reduce the transmission delay. GOOSE uses ASN.1/BER in the presentation layer. After GOOSE protocol data unit (PDU) is encoded by ASN.1 in the presentation layer, the packets are mapped to the link and physical layer directly by passing TCP/IP protocol. This method avoids communication stack transmission delays. Mapping the object and service of ACSI to MMS and ISO/IEC 8802-3 through LAN is formulated by IEC 61850-8-1 to realize the data exchange and to allow different manufacturers to implement their functionalities. Then the purpose of interoperability is achieved.
Transmission Time
To ensure the GOOSE message satisfies the real-time transmission requirement, we need to understand the structure of time delay for sending and receiving a GOOSE message. According to IEC 61850-5, the most critical transmission time of GOOSE message must be less than 3 ms, such as message type 1A, 4 and 7B as shown in Table 1 [4] . The GOOSE message time delay structure is shown in Figure 1 . t a is the Publisher communication process delay, t b is the network transmission delay, and t c is the Subscriber communication process delay. The total delay (t) is the whole processing time of the GOOSE message that Publisher (PD1) sends to Subscriber (PD2), as t = t a + t b + t c . The affecting factors and components of t a , t b and t c are as follows: t includes queueing delay of switch and network transmission delay. The packet size of a general GOOSE message is between 64 bytes to 1518 bytes. Take the 100 Mbps network speed for example, according to the network transmission delay formula, t = (8*message length (bytes))/ transmission speed (bps). Therefore, the network transmission time is between 5.12 μs and 121.44 μs. It is a small proportion in the whole communication delay, so it can be ignored since the main portion is the queueing delay of switch. c t is the whole time spending in Subscriber, including GOOSE message analysis, data connection and sending notifications to the GOOSE application terminal. GOOSE Ping-Pong is one of the testing methods for conformance test. Figure 2 shows the round trip time is the time interval between receiving subscribed GOOSE message and sending published GOOSE message:
The relationships between transmission time and round trip time are as follows:
We can get the following equation from Equation (1) and Equation (2):
Equation (3) shows the time of network transmission delay to be a relatively small compared to the whole communication delay. Therefore, we can get transfer roundtrip application
The time for application logic usually depends on internal scan cycle. For example, the average application
Communication processor
Communication processor
Physical device PD2 Physical device PD1 time for a 3 ms internal scan cycle is 1.5 ms (50% of scan cycle). According to the IEC 61850-10, the testing of internal scan cycle should not be less than 1000 times. If the average application time = 50% of scan cycle, the maximum application time = 100% of scan cycle and the minimum application time = 0% of scan cycle are assumed, the following equations are used for verification. 
IEC 61850 Conformance Test of IEDs
The Configuration of Conformance Test Platform
The configuration of conformance test platform for IEDs based on IEC 61850 communication protocol is shown in Figure 3 . A Desk-top computer installed IED configuration tools of manufacturer A and manufacturer S is also as a host of Wireshark ® package monitoring and as a host of time synchronization (using SNTP). An industrial computer is used for configuring the interoperability software of manufacturer A. Optical Network and Ethernet are used to connect IED A-1 (LC port, manufacturer A), A-2 (RJ45 port, manufacturer A), and B-1 (RJ45 port, manufacturer S) through a switch. Wireshark ® is adopted for monitoring and recording the time delay of a GOOSE message transmission for communication between IEDs [6].
Conformance Testing between IEDs of the Same Manufacturer
The Publisher is used as the protection relay IED A-1, and A-2 is the Subscriber. Using the over voltage protection function of IED A-1, we input AC 110 V as a breakdown voltage and then it generates and sends the GOOSE message of fault occurred. The transmission time of the GOOSE message is monitored by Wireshark ® [7] . T.-H. Yeh et al.
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1) Testing results of transmission time delay of GOOSE message
We measure the GOOSE communication time delay under two situations: without background traffic and with 23 Mbps (5000 packets/sec) background traffic [8] . Figure 4(a) shows that without background traffic, most of the GOOSE communication time delays are less than 1.5 ms in 10 tests of sending fault occurred message and of sending fault removed message from IED A-1 toA-2. The results conform to the requirement of <3 ms defined in Table 1 . Figure 4(b) shows that with 23 Mbps (5000 packets/second) background traffic, the average time delay in 10 tests increase significantly (about 0.6 ms) compared to without background traffic, but it still has about a 1 ms time gap compared to the standard (3 ms). The results also conform to the requirement of 20% reserved time delay of 3 ms.
2) Using GOOSE Ping-Pong method for conformance testing
The above results are the GOOSE message transmission time delays ( ) (5), (6), (7) and (8) As shown in Figure 6(a) , without background traffic, the time delays in 10 tests are between 2.43 to 3.73 ms. This result has exceeded the regulated time of the standard (<3 ms). Figure 6(b) shows the testing results of transmission time delay of GOOSE message from IED A-1 to IED B-1 in 10 tests under 5000 packets/sec background traffic. The range of time delay is between 5.44 and 6.42 ms. The result is almost twice that of the standard regulated time.
b) Using GOOSE Ping-Pong method for conformance testing We perform the test 1000 times by using the GOOSE Ping-Pong method. As shown in Figure 8(a (5), (6), (7), and (8), we can get transfer.max 9.72 ms t = , transfer.min 1.54 ms t = and measured scan cycle = 11.18 ms. The max. transmission time transfer.max 9.72 ms t = is far more than the regulated time (2.4 ms). Also the measured scan cycle (11.18 ms) is much longer compared to the 3 ms provided by manufacturer S.
2) IED B-1 as the Publisher, IEDA-2 as the Subscriber a) Testing results of transmission time delay of GOOSE message We measured the time delay for sending the GOOSE message from IED B-1 to IED A-2 under two situations: without background traffic and with 5000 packets/sec background traffic. As shown in Figure 7(a) , without background traffic, the time delays in 10 tests are between 0.67 to 2.91 ms. This result is close to the requirement According to Equation (5), (6), (7) and (8) 
Conclusions
In this research, we tested the conformance of the GOOSE message transmission time between different manufacturers' IEDs based on IEC 61850-10 standard, and verified the internal scan cycle of IED using the GOOSE Ping-Pong method. The results are concluded as follows:  In the case of conformance testing between IEDs of the same manufacturer, for the testing results of transmission time delay of the GOOSE message, regardless of without background traffic, or with 23 Mbps (5000 packets/sec) background traffic, both of the results conform to the requirements of IEC 61850-10 (<3 ms).  For the conformance test using the GOOSE Ping-Pong method, the max. transmission time (1.34 ms) conforms to the regulated time (2.4 ms), and the time of the measured scan cycle (2.94 ms) is close to the data (2.5 ms) provided by manufacturer.  In the case of conformance testing between IEDs from different manufacturers: if IED A-1 is the Publisher and IED B-1 is the Subscriber, for the testing results of transmission time delay of the GOOSE message, the result exceeds the regulated time of the standard (<3 ms) without background traffic, and the result is almost double the regulated time of the standard with 23 Mbps background traffic. For conformance testing, the max. transmission time (9.72 ms) is far more than the regulated time (2.4 ms) and the measured scan cycle (11.18 ms) is much longer than 3 ms provided by manufacturer.  If IED B-1 is the Publisher and IED A-2 is the Subscriber, the result is close to the requirement of the standard (<3 ms) for the transmission time delay without background traffic, and the result exceeds the regulated time of the standard with 23 Mbps background traffic. For conformance testing, the max. transmission time (1.5 ms) conforms to the regulated time (2.4 ms), but the measured scan cycle (3.49 ms) is longer than the data (2.5 ms) provided by the manufacturer. The test platform has been built and tested successfully. Furthermore, an IEC 61850 conformance test platform that meets industrial and academic requirements can be established based on this platform in the future.
